
eIDAS: 
Electronic 
Identity and 
Trust Services 
for Electronic 
Document 
Distribution
This white paper explores the evolving 
regulations and requirements to 
establish trust between supplier 
and receiver and concludes with 
recommendations on how to integrate 
these within a business.
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EU Regulations 
Relating To 
Electronic Signatures

Background

Digital signatures have become far 

more widely used in recent years, 

thanks to developments in their legal 

status. It was not until 1st July 2016 

that the EU implemented new rules 

for electronic signatures, giving them 

the same weight as their ‘wet ink’, or 

handwritten, counterparts.

These rules came by way of the 

eIDAS regulation, which has 

consolidated and replaced a 

confusing patchwork of laws 

pertaining to electronic signatures, 

making them consistent across every 

EU country.

The original Electronic Signatures 

Directive (Directive 1999/93/EC) 

established a framework for digital 

signatures – implemented into 

law in the UK by the Electronic 

Communications Act 2000 and the 

Electronic Signatures Regulation 

2002 (SI 2002 No. 318). eIDAS repeals 

this directive to bring regulations in 

line with advances in technology.

Recent changes

The 1999 Directive was repealed by 

Regulation (EU) No 910/2014 of the 

European Parliament and of the 

Council, more commonly referred 

to as the eIDAS Regulation. The 

directive was taken into UK via 

the UK regulations: The Electronic 

Identification and Trust Services for 

Electronic Transactions Regulation 

2016 (2016 No.696) and section 7 of 

the Electronic Communications Act 

2000.

The main purpose of the eIDAS 

Regulation is to update the existing 

regulations around electronic 

Trust is earned. From the earliest 

days of communications, people 

have struggled to verify the 

integrity of message and source. 

With every tactic to verify the 

sender and identify tampering, 

counterfeit measures have evolved 

to erode our certainty. Long 

gone are the days of a wax seal, 

stamped to instil trust. But the 

principle remains – a sender needs 

a way of uniquely demonstrating 

that the message was from them 

and of preserving the integrity of 

the message.

Different communications require 

different levels of validation. A 

simple email is trusted based on 

the email address it comes from. 

However, if the email contains 

information that needs to be acted 

on or documents of a sensitive 

nature, we may need higher levels 

of validation.

As electronic documents are fast 

superseding paper, across all 

areas of business, tactics to verify 

source and content have evolved 

to surpass the equivalent processes 

for paper documents. These tactics 

are known as trust services, which 

are an increasingly prevalent 

part of the electronic signature in 

documents.

Requirements pertaining to the 

use of electronic signatures have 

changed in recent times, as we 

explore later in this paper. In order 

to ensure that their customers and 

business partners benefit from 

unprecedented levels of trust and 

security in documents distribution, 

businesses need to meet the 

latest requirements by utilising the 

greatest range of trust services 

available.

Introduction

http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910&from=EN
http://www.legislation.gov.uk/uksi/2016/696/pdfs/uksi_20160696_en.pdf
http://www.legislation.gov.uk/uksi/2016/696/pdfs/uksi_20160696_en.pdf
http://www.legislation.gov.uk/uksi/2016/696/pdfs/uksi_20160696_en.pdf
http://www.legislation.gov.uk/uksi/2016/696/pdfs/uksi_20160696_en.pdf
http://www.legislation.gov.uk/ukpga/2000/7/section/7
http://www.legislation.gov.uk/ukpga/2000/7/section/7
http://www.legislation.gov.uk/ukpga/2000/7/section/7
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identification and trust, creating a 

more uniform approach to this across 

the EU.

The eIDAS Regulation can be 

considered in two main parts. The first 

of these sets out a legal framework 

to enable mutual recognition of 

electronic identification systems 

between Member States.

The second part of the eIDAS 

Regulation focusses on electronic 

signatures and the Trust Services. 

The new regulation sets out a legal 

framework for electronic signatures, 

seals and time stamps, as well as 

registered delivery services and 

website authentication. Adherence 

to these new rules provides greater 

legal certainty for parties involved in 

electronic transactions and document 

exchange, within the EU.

For more information about the eIDAS 

Regulation and associated, legally-

binding implementations adopted 

by the European Commission, visit 

the Commission webpages on trust 

services and eID.

Changes to electronic 

signatures

Under the Electronic Signatures 

Directive, electronic signatures 

could be used by individuals and 

by corporate organisations. eIDAS 

updates this to make a distinction 

between natural and legal persons, 

and requiring that an electronic 

signature relates to an individual – 

not an organisation – henceforth. 

This change switches the onus on 

to individual responsibility, requiring 

greater attention to the legal 

responsibility of those applying 

signatures as part of any automated 

process.

As part of these changes, eIDAS 

introduces the concept of electronic 

seals. Electronic seals are similar 

to electronic signatures, but only 

available to legal persons (rather than 

natural persons), such as corporate 

entities. These provide a route for a 

corporate entity to apply a stamp 

of authentication to a document, 

without the fine-grained individual 

responsibility implicit in an electronic 

signature.

Changes to Advanced 

Electronic Signatures

eIDAS redefines Advanced Electronic 

Signatures to allow for mobile 

technology to form part of the 

identification and authorisation 

process – through connection to a 

Certificate Authority for the issuance 

of a digital certificate.

Changes to Qualified 

Electronic Signatures

Qualified Electronic Signatures (QES) 

are an extension of the concept of 

Advanced Electronic Signatures. QES 

can only be created from a qualified 

electronic signature creation device 

(SSCD) that must store the signature 

creation data. Such a device is 

qualified by issuance of a Qualified 

Certificate, from a qualified trust 

service provider. In turn, a qualified 

trust service provider is granted such 

status by the Supervisory Body.

The minimum requirements that 

must be met to elevate an electronic 

signature creation device to the level 

of a secure signature creation device 

are provided in Annex II of eIDAS. In 

principle, these conditions are that 

the device must be secure against 

forgery or duplication of the signature 

(meeting the ISO/IEC 15408 standard), 

the creation data must remain under 

the sole control of the signatory and 

the SSCD can in no way alter the 

signature’s accompanying data itself.

Qualified electronic signature creation 

devices can include cloud-based trust 

services, smart cards, and USB tokens.

Electronic And Digital 
Signatures

Electronic signatures can be used 

to sign electronic documents, 

verifying the sender – in much the 

same way as traditional ‘wet ink’ 

signatures are applied to printed 

documents. Electronic signatures 

can be applied in many forms, 

including: a scan of a handwritten 

signature, a digital representation 

of unique characteristics such as 

fingerprint, retina or other biometric 

data, purely digital data such as 

a cryptographically generated 

signature.

Digital signatures are a type of 

electronic signature, going beyond 

the basic verification that an 

https://ec.europa.eu/digital-single-market/en/trust-services-and-eid
https://ec.europa.eu/digital-single-market/en/trust-services-and-eid
https://en.wikipedia.org/wiki/Common_Criteria


electronic signature provides. Electronic signatures are 

a symbol that are attached to an electronic document, 

confirming the sender’s intent to sign the document. A digital 

signature is stronger, in that it attaches a secure certificate 

to the symbol that confirms the identity of the signatory. It is 

the involvement of the third party, the supplier of the secure 

certificate, that leads to digital signatures being more highly 

trusted.

A digital signature uses public key infrastructure to 

permanently embed the legal evidence of the signature 

within the document itself. The signatory must first verify their 

identity before accessing and signing the original document. 

They can verify their identity using one, or multiple, identity 

authentication processes. The more involved the processes 

of authentication, the more assured is the identity of the 

signatory.

What Are Trust Services?

Trust services provide an extra layer of validation and 

verification to electronic signatures, transforming them into 

a digital signature. Alternately, trust services can be used 

independently of an electronic signature where a document 

is sent by a corporate entity.

Trust services are available to provide the functions set out 

in the panel to the right - from Time Stamping, to Electronic 

Seals.

Why Do We Need Trust Services?

Third-party trust services provide an extra layer of validation 

and authentication above and beyond the first party 

sending the original document. In light of trust being 

something that is earned, trust services are only provided by 

a select group of Qualified Trust Service Providers (QTSPs) – 

eIDAS requires that each Member State maintains a list of 

QTSPs in their territory, with information on the qualified trust 

services that they each provide.
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Time Stamping 
Time stamping confirms the existence of data, included in 

the associated document, at the time (including date) of the 

time stamp. The use of this trust service is to anchor important 

documents to a specific point in time. The process for time 

stamping follows these steps:

 + The file fingerprint – the hash code, or unique code, is 

generated in a way that utilises the contents of the file, 

therefore providing a method of unique identification.

 + Certification of the fingerprint – the time stamp provider 

certifies the date and time of the fingerprint, applying its 

digital signature or certificate to validate this.

 + Supply of certified fingerprint to recipient – the 

certified fingerprint is sent back to the person, or system, 

requesting the time stamp – validating the time and date 

of the associated file.

Delivery Service  
An extra layer of trust in the transmission and receipt of 

documents. The electronic registered delivery service prevents 

risk of loss, theft, leakage, or alteration of documents being 

sent from one party to another. The service also provides 

evidence of receipt and proof of delivery.

Website Authentication  
This service verifies the authenticity of a website, via 

application of a certificate, and its link to the entity or person 

owning the website.

Electronic Seals   
Analogous to a traditional seal or stamp of authenticity. The 

content of a document, with an applied electronic seal, is 

guaranteed in terms of origin and integrity of content.
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By virtue of a QTSP assigning a 

certificate, seal, or facilitating a 

delivery, recipients of associated 

documents can feel assured that 

the documents have legitimately 

originated from the claimed point of 

origin and are untampered with.

As more and more sensitive and 

legally binding documents are 

delivered electronically, trust services 

combine with electronic signatures 

to produce a digital signature and 

provide legally sufficient assurance 

of content and origin for these 

documents.

Trust Service 
Providers

The lists of trust providers that 

eIDAS requires each Member State 

to maintain, conform to procedures 

set out in Article 8 of the Directive 

2006/123/EC on services in the internal 

market (the Services Directive), 

published on 12th December 2006. 

The European Commission facilitates 

greater access to this information 

through a central list and links to each 

national trusted list.

tScheme Limited is the UK’s Trusted 

List Scheme Operator (TLSO) and 

creates, hosts, and maintains the 

UK’s Trust Service-status List (TSL) on 

behalf of the Department for Business, 

Energy and Industrial Strategy (BEIS).

The EU trust mark (image below) 

provides assurance that the providers 

of electronic trust services and the trust 

services offered by them are qualified 

and comply with the rules set out in 

the eIDAS Regulation, thus ensuring 

a high quality which is regulated 

throughout the EU.

How to authenticate the 

Trust Service List (TSL)

Article 22(5) of the eIDAS Regulation 

required the Commission to specify the 

information to be included in the Trust 

List (TL) and to define the technical 

specifications and formats for TL. 

This was effected by Commission 

Implementing Decision (EU) 2015/1505 

of 8th September 2015.

The latest version of the TSL (at 

time of this paper – January 

2021) is at sequence number 22 

and with a TSL Identifier value of 

“UKTSL27August2020”. The lists exist in 

human and machine-readable (XML) 

format on the tScheme website. There 

is an accompanying .sha2 file, as 

recommended by ETSI TS 119 612 V2.1.1

clause 6.1 (TL publication).

 

Associated 
Considerations

If your business is sending confidential 

documents electronically, you 

need to ensure a good level of 

encryption for these documents in 

the transfer process. Working with 

an expert partner, to facilitate trust 

service secured electronic document 

distribution, can mitigate this risk.

Where documents contain personal 

data, businesses must meet the EU 

Data Protection Regulations, which 

came into force from 25th May 2018. 

Of particularly note is the requirement 

for personal data controller to consult 

with the relevant data protection 

authority in certain circumstances. 

These circumstances arise when a 

Trust services 
combine with 

electronic 
signatures to 

provide legally 
sufficient 

assurance of 
content and 

origin.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32006L0123
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32006L0123
https://ec.europa.eu/digital-single-market/en/trust-services
https://ec.europa.eu/digital-single-market/en/trust-services
http://www.tscheme.org/index.html
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://www.tscheme.org/exits/exit_80.html
http://www.tscheme.org/exits/exit_80.html
https://www.tscheme.org/tsl/uk-tsl
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=it
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=it
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data protection impact assessment indicates that the data 

processing would result in a high risk, and the controller has 

not implemented specific measures to mitigate this risk.

Conclusion

Trust services contribute an essential layer of validation 

and security when sending and receiving documents 

electronically. Businesses embracing electronic document 

processes should also embrace trust services and electronic 

signatures to provide appropriate legal assurance of 

document origin and content. This legal assurance, will 

enable businesses to switch out even the most sensitive 

and business-critical paper documents for electronic 

versions.

Legislation, such as eIDAS, will continue to evolve, better 

defining electronic signatures and trust services over 

time, to strengthen security and improve integration 

with business processes. Businesses need to stay on 

top of changing legislation and associated security 

considerations, in order to avoid the risk of legal liability or 

security breaches.

Working with an expert partner for electronic document 

distribution is the recommended approach to ensure 

businesses stay apprised of legislation and document 

distribution security.

When working with an expert partner, it is important to 

understand which trust service provider(s) they work with 

and how they encrypt any stored and sent data.

Trust services and electronic signatures can be an easy 

process. Get started today with a call to Corcentric.

About Corcentric EIPP 

Corcentric EIPP is a managed service dedicated to 

streamlining, automating and enhancing business invoicing, 

from delivery, through to payment. Corcentric EIPP ensures 

accurate and efficient delivery of invoices to your customers 

in the medium which suits them.

Beyond saving time and cost through invoice automation, 

Corcentric EIPP enables a risk-free and seamless shift 

towards electronic invoicing, reducing errors and driving 

down DSO.

Corcentric EIPP also removes the classic challenges 

of document storage and retrieval for auditing and 

compliance. Businesses depend on Corcentric EIPP to 

provide secure online access to their document distribution 

history, facilitating ease of reporting, performance analysis 

and proof of delivery along with a range of other document 

management functions.

Headquartered in the United States, Corcentric helps more 

than 2,000 of 

the largest companies leverage smarter technology and 

services to reduce operating costs, improve cash flow, and 

unlock the hidden value within their enterprise.

Trust services contribute 
an essential layer of 
validation and security 
when sending and 
receiving documents 
electronically.
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