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What are digital 
signatures? 

The beginnings of digital signatures 

can be traced back to the late 1970s 

and the development of the RSA 

algorithm, which could be used to 

produce primitive digital signatures. 

This same algorithm (with some 

modification) was used to enable 

digital signatures within Lotus Notes 

1.0 email software, released in 1989.

Over time, digital signatures have 

advanced from the relatively 

insecure RSA algorithm to the 

widely trusted and extremely secure 

formats used today. Technology 

has always advanced ahead of 

legislation but within the last few 

years, digital signatures have 

finally gained acceptance on a 

par with handwritten signatures. 

Digital signatures are a type of 

electronic signature. Electronic 

signatures are a symbol that are 

attached to an electronic document, 

confirming the sender’s intent to sign 

the document. A digital signature is 

stronger, in that it attaches a secure 

certificate to the symbol, confirming 

the identity of the signatory. It is 

the involvement of the third party, 

the supplier of the secure certificate, 

that leads to digital signatures 

being more highly trusted.

A digital signature uses public 

key infrastructure to permanently 

embed the legal evidence of the 

signature within the document 

itself. The signatory must first verify 

their identity before accessing and 

signing the original document. 

They can verify their identity 

using one or multiple identity 

authentication processes. The 

more involved the processes of 

authentication, the more assured 

is the identity of the signatory.

Written signatures are still the most common form 

of document authentication. With all the electronic 

communication of the modern world, documents are 

still typically printed and signed by hand to provide 

authentication. So much so that 80 percent of the 

documents printed by UK businesses1 are printed simply 

to sign them!

But times are changing. Digital signatures are now 

every bit as legally binding and acceptable as ‘wet 

ink’ signatures. As businesses adopt paperless culture, 

digital signatures form a vital part of this process; 

enabling faster authentication and approval, automated 

processing, and removing the need to print and archive 

paper documents.

Furthermore, digital signatures go far beyond hand-

written signatures – creating an electronic audit trail and 

providing a layer of third-party identity verification.

In this paper, we explore what digital signatures are, the 

benefits they offer, and how to implement them in your 

document processes.

Introduction

https://yougov.co.uk/news/2013/10/24/more-8-10-uk-companies-print-documents-just-get-th/
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Digital signature process

This diagram outlines the signing and verification processes associated with digital signatures.
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What are the benefits 
of digital signatures? 

Digital signatures provide a step-

change in authentication and 

validation for signed documents. 

By inclusion of a digital certificate, 

the integrity of the document 

content and verification of 

sender identity are assured.

Think of the equivalent paper 

document. How can you be sure that 

the signature really was applied by the 

alleged document author? Or perhaps 

the signature is valid, but what’s to 

say that the document hasn’t been 

intercepted and the content tampered 

with? These risks are typically 

ameliorated by trust of the source 

of paper documents, or by reliance 

on the processes put in place for the 

handling of the documents between 

author, signatory, and recipient.

Digital signatures achieve a level of 

assurance that is only possible for 

printed documents via expensive and 

time-consuming validation processes. 

Digital signatures bring added 

layers of security and verification 

to electronic documents far more 

quickly, enabling faster delivery, more 

efficient storage as well as electronic 

interrogation (for auditing purposes).

Electronic documents are an essential 

part of an evolving digital paradigm 

within modern business. Digital 

signatures assure the integrity of 

electronic documents, making them 

appropriate for business use.

One of the most significant benefits 

of digital signatures is the ability to 

automate document signing, scaling 

trust. A seal of personal approval 

that a signature conveys is still 

possible with the authentication 

process that digital signatures 

require. Digital signatures are not 

only more efficient than wet-ink, 

handwritten equivalents, but they can 

provide a technologically verifiable 

level of assurance beyond this.

Hand-written signatures on printed 

documents can easily be scanned for 

faster distribution and more efficient 

storage, but the need to print and sign 

by hand slows down the process, as 

well as incurring costs for printing, 

including the maintenance and 

management of printing equipment.

The benefits of electronic document 

distribution and storage are widely 

known, driving the paperless agenda 

for a growing number of businesses. 

However, against this backdrop 

of reduced paper consumption, as 

stated earlier, a startling amount 

of businesses still print documents. 

Moreover, the reason for printing, 

eight times out of ten, is simply to 

sign the document. In the financial 

sector, nine out of ten documents 

are printed just to sign them!

In some countries, digital signature 

use is quite advanced. For example, 

in Estonia it is calculated that 

approximately two percent of GDP is 

saved each year as a result of digital 

signatures. “We still like to meet and 

talk, discuss, but not sign papers in 

stacks and spend a fortune printing 

and scanning,” says Anna Piperal, 

managing director of e-Estonia 

Showroom at Enterprise Estonia.

Until digital signatures become 

as widely used as electronic 

documents, the paperless office will 

remain a dream and digitisation 

objectives will struggle to navigate 

the awkward, manual requirement 

for signing documents by hand.

Where electronic signatures 
are more appropriate

ValueWhere a specific person isn’t 

required to authorise a document, 

a digital seal can be applied by a 

business, as a legal entity, rather 

than a digital signature from a 

specific individual. This represents 

an important shift in the use of 

electronic signatures, as opposed 

to digital signatures, for document 

validation. This type of evolution 

empowers businesses to become 

more efficient through automation 

of many document processes.

Digital signatures 
provide a step-

change in 
authentication 
and validation 

for signed 
documents.

https://bit.ly/3em5S4h
https://bit.ly/3em5S4h
https://yougov.co.uk/news/2013/10/24/more-8-10-uk-companies-print-documents-just-get-th/
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Legal status of 
digital signatures

Digital signatures have become far 

more widely used in recent years 

thanks to developments in their 

legal status. It wasn’t until 1 July 

2016 that the EU implemented new 

rules for electronic signatures, giving 

them the same weight as their ‘wet 

ink’, or handwritten, counterparts.

The new eIDAS (European Identity 

and Trust Services) regulation has 

consolidated and replaced a confusing 

patchwork of laws pertaining to 

electronic signatures, making them 

consistent across every EU country.

In the US, electronic signatures have 

been accepted in commercial affairs 

since the Electronic Signatures in 

Global and National Commerce 

(ESIGN) Act, which went into effect 

in 2000. However, this did not 

specifically include usage in the 

courts. This strange situation remains 

in the US (although not in Europe), 

where digital signatures are still not 

accepted in court documents.

Court documents in the US aside, 

it is important to remember 

here the distinction between 

electronic signature and digital 

signature – the latter holding far 

more sway for documents used 

in the legally-binding context.

To illustrate this point, it’s worth 

noting that the former US president 

Bill Clinton lent his support to signing 

digitally in 2000, when he signed the 

first US bill into law electronically. 

This led Forbes magazine to run an 

article that began “‘Sign here’ has 

just been replaced with ‘click here’”.

Businesses have been slow to adopt 

digital or electronic signatures, 

because “until now (2016), there has 

been no legal framework or regulation 

which properly defines them,” argues 

Mark Greenaway, director of digital 

media at software firm Adobe.

Another important legal consideration, 

pertaining to digital signatures, is the 

electronic audit trail they provide. 

Documents can now contain a 

highly detailed audit trail, including 

time and date of the document 

being opened and signed.

Perception of 
digital signatures 

Moving from paper to digital 

signatures presents an important 

shift towards digital processes. The 

perception of change this creates for 

the business can be an important point 

of difference in competitive markets.

A recent Forrester report2 quotes a 

well-known, five-star hotel on their 

motivations to change. More than 

the costs for generating shipping 

documents, overnight delivery, and 

staff hours, the move was driven by 

“being embarrassed that a five-star 

hotel would have such crappy old 

processes,” according to an operations 

executive within the company.

This external perception of the 

business is extremely important 

in some markets, and will lead to 

digital signatures, and electronic 

documents in the wider-sense, 

gathering momentum.

Internal perceptions of digital 

signatures within a business are also 

important when considering whether 

to embrace this technology yet. It’s 

clear that automating document 

signing presents a significant 

savings in time, particularly when 

documents are managed in large 

batches. But it is likely to be both 

the push of these efficiency gains 

for the document authors and the 

pull of the security benefits for the 

recipients, working in conjunction, 

that will encourage businesses to 

adopt digital signatures quickly.

Taking both internal and external 

perceptions into account, operating 

as a business that supports digital 

signatures presents a more secure 

and streamlined face to customers 

and business partners alike.

From a B2B perspective, as businesses 

seek to automate processes, the 

prospect of working with partners 

who support electronic documents 

and digital signatures resonates well. 

And from a customer’s perspective, 

secure digital documents fit well 

with an increasing use of online 

financial, legal, and other services.

https://www.forrester.com/report/Vendor+Landscape+ESignature+Q4+2016/-/E-RES131183
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Certificates in 
digital signatures 

Digital signatures are reliant on a 

third-party signing certificate to 

verify the signatory. The certificate 

is granted after user verification, 

ranging from simple identity checks 

to complex and highly secure 

authentication. The certificate can 

then be used by the signatory to 

sign large numbers of documents.

Not all certificate issuers are created 

equal. The most trusted certificates 

are issued by members of the Adobe 

Approved Trust List (AATL), such as 

QuoVadis. Only certificate issuers 

that adhere to a stringent set of 

operational and issuance standards 

are admitted to AATL. In addition to 

many operational requirements, AATL 

requires that certificates are based 

on a face-to-face (or equivalent) 

identity check of the holder and their 

organisational affiliation, and are 

issued on a smartcard or USB token.

One of the benefits of the AATL 

is the dynamic modification of 

certificate providers in users’ 

software. Even if an individual 

is authorised to sign documents 

digitally at one point in time, their 

authority can be revoked if this is 

abused. This ensures all members 

of the AATL can be highly trusted.

Corcentric use QuoVadis Advanced+, 

based on ETSI TS 102.042/NCP+ 

certificates, for the signing of 

.pdf documents to ensure they 

are automatically trusted when 

opened by the recipient.

Timestamping for 
additional security

Timestamps are used to reinforce 

data integrity and non-repudiation 

in the tracking, storage/archive, or 

submission of electronic records in 

applications, document management 

systems, or transactional websites. 

Timestamps go beyond traditional 

digital signatures and provide a 

verifiable time source in conjunction 

with the signature to confirm 

what happened when. The use of 

timestamps with individual digital 

signatures further supports the 

integrity of electronic documents by 

declaring who signed what, when.

QuoVadis timestamps assist in 

fulfilling key security and regulatory 

requirements under the laws of 

most business jurisdictions. As 

any electronic document can be 

timestamped, timestamps are well 

suited to protect audit and log data.

QuoVadis Timestamp Features and 

Benefits – available via Corcentric EIPP:

• Trusted timestamps as a service, 

compliant with RFC 3161

• Independently audited to 

international standards 

(including ETSI TS 101.023) for 

enhanced non-repudiation

• Stamped with a verifiable 

time source

• Rapid rollout with simple 

deployment, enhancing security 

without significant changes to 

applications or business practices

• Secure and scalable to your needs

How to implement 
digital signatures 

Digital signatures can easily be 

implemented into a business’s 

document creation and distribution 

process via a document distribution 

system, such as Corcentric EIPP. 

This system will require user 

authentication before distributing 

documents, but this can be as simple 

as connecting via a business-wide 

Single Sign On (invisible to the user).

Once signed into a document 

distribution system, documents can 

be signed automatically before 

sending. With a fully automated 

document creation and distribution 

system, documents can be created 

from various inputs (e.g., accounting 

software), signed digitally and then 

sent out – all at a rate that a human 

could never possibly match.

Digital signatures can be integrated 

with a wide range of document 

creation tools – from Microsoft Word, 

to Adobe Acrobat and beyond – but 

these are tools that are typically only 

used to create a single document at 

a time. Outsourcing the document 

distribution to a solution partner, 

who offers digital signatures as 

part of their solution, means signing 

can happen in bulk, at the point at 

which large volumes of documents 

are distributed electronically.



MANDATORY ELECTRONIC INVOICING FOR THE EU PUBLIC SECTOR  8corcentric.com

Don’t get left behind 

As more businesses embrace 

electronic documents as a way of 

doing business, those who insist on 

paper documents and hand-written 

signatures will be seen as slowing 

down otherwise streamlined electronic 

processes. Wet-ink signatures may 

currently be acceptable, but will 

soon be considered cumbersome.

Even today, in some industries, the 

perception of a business reliant 

solely on paper-based processes 

is negative. Businesses should 

be thinking ahead to electronic 

documents and digital signatures, 

but looking to maintain support for 

paper-based processes where required 

by customers or business partners. 

Working with an outsourced 

document distribution solution enables 

businesses to quickly switch over 

to digital signatures and electronic 

documents, whilst retaining printed 

and posted documents for the few 

who are slow to adapt to change.

Businesses can start small with 

electronic documents and digital 

signatures for a small selection of 

their communications to gauge 

the reception while experiencing 

the benefits. The next step would 

be a roll-out across a greater 

range of communications.

Digital signatures provide more 

assurance, scalability, and efficiency 

than their wet-ink counterparts, as 

well as supporting the digitisation 

of document-driven processes. Sign 

here is rapidly being replaced by the 

simplicity and assurance of click here.

About Corcentric EIPP 

Corcentric EIPP is a managed 

service dedicated to streamlining, 

automating, and enhancing business 

invoicing, from delivery through to 

payment. Corcentric EIPP ensures 

accurate and efficient delivery 

of invoices to your customers in 

the medium which suits them.

Beyond saving time and cost through 

invoice automation, Corcentric EIPP 

enables a risk-free and seamless shift 

towards electronic invoicing, reducing 

errors and driving down DSO.

Corcentric EIPP also removes the 

classic challenges of document 

storage and retrieval for auditing 

and compliance. Businesses depend 

on Corcentric EIPP to provide secure 

online access to their document 

distribution history, facilitating 

ease of reporting, performance 

analysis, and proof of delivery, along 

with a range of other document 

management functions.

Headquartered in the United States, 

Corcentric helps more than 2,000 

of the largest companies leverage 

smarter technology and services 

to reduce operating costs, improve 

cash flow, and unlock the hidden 

value within their enterprise.
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Spend smarter, 
optimize cash flow, 
and drive profitability.

Corcentric is a leading provider of 

procurement and finance solutions. We 

help companies reduce costs and improve 

working capital by optimizing the way 

they purchase, pay, and get paid.
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